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Introduction 

Context 

The World Bank Group (WBG) has twin goals of ending extreme poverty by 2030 and promoting shared prosperity. 

To help achieve these goals, WBG supports universal health coverage (UHC). UHC aims to ensure that people have access to the 

health care they need without suffering financial hardship. Quality, affordable health care is the foundation for individuals to lead 

productive and fulfilling lives and for countries to have strong economies.  

The private sector has an important role to play in achieving these goals.  Ethical conduct is essential to fulfilling this role and to 

ensure the private sector’s contributions positively impact the broader health system. 

The WBG Ethical Principles in Health care (EPiHC) provides guidance for the behavior of health care organizations.    

 

Ethical Principles 

Many private health care organizations lead the way in setting high standards of quality, governance, performance, innovation and 

ethics.  Practices adopted by these organizations disseminate outwards, helping to raise standards within their wider health 

ecosystems. 

However, still too often, private health care organizations are involved in unethical practices.  These include over-treatment, 

opaque and unfair pricing, and exploitation of patients.  Some are even involved in harmful practices such as female genital 

mutilation (FGM), organ trading, and incarcerating patients for non-payment. 

In response to these challenges, and in partnership with worldwide experts, IFC has developed a set of 10 core ethical principles 

expected of private health care organizations.  These cover the following areas: 

1. Respecting Laws and Regulations  

2. Making a Positive Contribution to Society 
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3. Promoting High Quality Standards 

4. Conducting Business Matters Responsibly 

5. Respecting the Environment 

6. Upholding Patients' Rights 

7. Safeguarding Information and Using Data Responsibly 

8. Preventing Discrimination, Harassment and Bullying 

9. Protecting and Empowering Staff  

10. Supporting Ethical Practices and Preventing Harm 

 

Purpose of this Guidance Document 

The purpose of this document is to provide practical guidance to private health care organizations seeking to incorporate these 

ethical principles into their operations.  Specifically, for each principle this guidance document sets out: 

• Its meaning and importance; 

• Illustrative good practices; 

• Practices to avoid; and 

• Useful online references and resources. 
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1 | Respecting Laws and Regulations 

The organization conducts its business legally and responsibly. It ensures that staff understand and respect the laws, regula tions, 

policies, and standards that affect its business. 

 

Context 

In most countries, health care is a highly regulated sector. Often complex rules apply to aspects such as: facility layout and 

design, equipment requirements, service provision, employment of health care professionals, pricing, marketing, and 

ownership.  Similarly, licensing requirements can be complex, and may require substantial effort and time to fulfill.   

However, in some countries such requirements can be vague, outdated, or even contradictory.  

And in many locations, particularly in poorer countries, enforcement of regulations is weak.   As a result, some organizations 

may ignore the law. 

 

Importance 

Organizations that flout the law put their own employees, the people who they serve, and communities at risk.   Additionally 

they risk: 

• Incurring legal penalties, which may involve fines or criminal punishment, or revocation of their license 

• Breaking international antibribery rules that can apply worldwide 
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• Opening themselves to requests for bribes from local officials 

• Damaging their reputation and that of their investors and partners 

 

Good Practices 

• Understand the laws, regulations, policies, and standards that affect the organization 

• Follow applicable laws, regulations, policies and standards, wherever the organization operates  

• Train staff in these laws, regulations, policies and standards – particularly regarding their areas of responsibility 

• Display licenses publicly and prominently 

• Where laws are out-of-date or inappropriate, the organization informs local policymakers of the deficiencies 

 

Practices to Avoid 

• Using personal contacts and relationships with local officials to gain improper advantage, including noncompliance with 

regulations 

• Paying bribes to avoid penalties or otherwise business, remembering that bribery doesn't have to involve money but can 

also include gifts or anything else of value 

• Turning a blind eye to infringements, e.g. by knowingly outsourcing licensing or compliance requirements to third parties 

who may pay bribes 
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2 | Making a Positive Contribution to Society 

The organization considers its impact on society and the broader health system when planning and delivering services. This 

includes consideration of quality, efficiency, access, and affordability. It does not knowingly engage in activities that und ermine the 

goals of the health system or the overall health and wellbeing of the population. It initiates and sustains strong and effective 

partnerships within the communities it serves and with other actors in the broader health system. This includes actively enga ging 

with stakeholders on efforts to improve access to affordable care and to advance health for all. 

 

Context 

Private health care providers are an essential component in the delivery of health services in almost all countries.  

Therefore, they have the potential to make a significant impact on the communities they serve and on broader society.  

 

Importance 

Health care goals, including universal health coverage, are unlikely to be achieved without leveraging private sector capacit y, 

investment and innovation. 

Private health care providers should aim to complement public sector health care provision.  Stewardship of the overall health 

system remains with the government (usually through Ministry of Health) and national standard setting institutions. 

Health care providers’ long-term success relies on building trust and strong relationships within the communities they serve. 
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Good Practices 

• Understand local health care policies and priorities, as well as the broader goals of the health system 

• Support senior staff to initiate, promote, facilitate and monitor effective and sustainable partnerships between the 

organization and its community partners 

• Plan services in coordination with recognized leaders in the community and other health care organizations 

• Develop a Disaster Preparedness Plan (or similar) to respond to likely local emergencies, epidemics, and natural or  other 

disasters that have the potential of occurring within the community 

• When recruiting, be mindful of the staffing needs of other local health care organizations (including in government and not -

for-profit sectors) and the impact such recruitment may have on the capacity of the overall health system to deliver on its 

goals 

• Support local community health initiatives, e.g. including health promotion and education 

 

Practices to Avoid 

• Developing services in isolation from local health care organizations, including government policy 

• Working "around" policy, legislation and regulation 

 

Useful Sources 

• WHO: Key Components of a Well-functioning Health System | https://www.who.int/healthsystems/publications/hss_key/en/ 

• Declaration of Alma-Ata International Conference on Primary Health Care, Alma-Ata, USSR, 1978 | 

https://www.who.int/publications/almaata_declaration_en.pdf  

https://www.who.int/healthsystems/publications/hss_key/en/
https://www.who.int/publications/almaata_declaration_en.pdf
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3 | Promoting High Quality Standards 

The organization provides the highest possible quality of care, including for patient safety. This includes implementing formal 

processes for continuous quality improvement. The organization refers to evidence based internationally recognized practices to 

support patient care. It makes treatment and care decisions based on the best quality outcome for the patient. 

 

Context 

Around the world, most patients admitted to a health care facility assume that they are in safe hands.  Unfortunately, this assumption is not always 

true. Patient safety is now a serious global public health issue. Estimates show that in high-income developed countries about one in 10 patients is 

harmed while receiving hospital care.  

The situation is generally much worse in lower-income countries. For example, a mother undergoing a Caesarian section in a low- or middle-income 

country is 10 times more likely to die than a similar patient in Western Europe. In Africa, one in ten patients dies in surgery and one in five develops 

a surgery-related complication [1]. 

Increasing evidence suggests that poor-quality health care causes more deaths than lack of access to care. According to the National Academies [2], 

even if the world were to achieve universal health care, billions of people would have access to care of such low quality that "it will not help them, 

and indeed often will harm them." 

As Dr. Margaret Kruk, professor at the Harvard T.H. Chan School of Public Health explained it at a 2018 Lancet Global Health report launch, “Health 

Systems without quality are like cars without engines; they look like the real thing, but do not generate motion”.  

[1] Biccard BM, Madiba TE, Kluyts H-L, et al, and the African Surgical Outcomes Study (ASOS) investigators. Perioperative patient outcomes in 

the African Surgical Outcomes Study: a 7-day prospective observational cohort study. Lancet 2018; 391: 1589–98. 

[2] rossing the Global Quality Chasm: Improving Health Care Worldwide. National Academies 2018. 

 

 

https://twitter.com/LancetGH/status/1037706859703136257
https://twitter.com/LancetGH/status/1037706859703136257
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Importance 

Quality improvement is an essential aspect of risk management.  Risk to patients is a concern for many stakeholders including: 

patients and their families; staff; insurers; regulators; owners; and investors.  

The consequences of poor quality can be disastrous. The proliferation of social media, even in the world’s poorest countries, 

means that stories of medical failings can “go viral” – with potentially disastrous consequences for the organization 

involved.  Given the increasing litigious nature of the sector a single incident can result in a large financial claim and ruin an 

organization’s reputation. 

Quality Improvement can be linked to performance improvement.  IFC’s experience confirms that improving quality through 

the application of process standardization can also support cost management.  For example, when clinicians are uncertain 

about the best course of action to take, they tend to do more – more tests, more procedures, and more observation.  Health 

care organizations that promote evidence-based medicine are more likely to reduce waste.  That’s why some health care 

leaders say that “the opposite of quality is waste” – and waste reduction requires removing process flaws and non-value 

adding activities. 

Antimicrobial resistance (AMR) is accelerating due to misuse and overuse of antimicrobials.  As a result, standard treatments 

become ineffective, infections persist and may spread to others.  Poor infection control, inadequate sanitary conditions and 

inappropriate food-handling also encourage the spread of antimicrobial resistance – putting us all at risk. 

The reputation of a health care organization is critical in helping to attract patients.   Organizations with good reputations also 

benefit from lower recruitment and orientation costs, as staff retention is usually higher and the more qualified professionals 

tend to seek jobs with them. 

Increasing regulation and the development of private and social health insurance in many markets is also placing a greater 

emphasis on defined quality standards. 

From a commercial perspective, all of these outcomes can translate into financial dividends.  
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Good Practices 

• Implement formal policies and procedures to support improvements in quality, including:  

o Ethics, patient, and family rights 

o Medication management and use 

o Quality measurement and improvement 

o Prevention and control of infections 

o Governance, leadership, and direction 

o Facility management and safety 

o Staff qualifications and education 

o Other relevant areas 

• Follow evidence-based, internationally recognized practices to support appropriate patient care 

• Implement procedures to prevent overtreatment, undertreatment, and inappropriate treatment, including through the use 

of staff incentives 

• Take actions to foster a culture and mindset committed to quality and continuous improvement 

• Adopt systems for patients, employees, or others to raise quality concerns confidentially 
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Useful Sources 

• IFC Self-Assessment Guide for Health Care Organizations – Quality, Safety & Ethics | 

https://www.ifc.org/wps/wcm/connect/a61283a6-f527-442e-9db0-

3215fd94af6a/1TCntntsIntrdctn.pdf?MOD=AJPERES&CVID=jkCXkm7 

• Patient Safety Guidance from the World Health Organization (WHO) | www.who.int/patientsafety 

• Good Practice Note: IFC Life and Fire Safety: Hospitals / www.ifc.org/LFSHospitals 

• WHO resources: Antimicrobial resistance / https://www.who.int/antimicrobial-resistance/en/ 

• Drug-Resistant Infections: A Threat to Our Economic Future: https://www.worldbank.org/en/topic/health/publication/drug-

resistant-infections-a-threat-to-our-economic-future 

  

https://www.ifc.org/wps/wcm/connect/a61283a6-f527-442e-9db0-3215fd94af6a/1TCntntsIntrdctn.pdf?MOD=AJPERES&CVID=jkCXkm7
https://www.ifc.org/wps/wcm/connect/a61283a6-f527-442e-9db0-3215fd94af6a/1TCntntsIntrdctn.pdf?MOD=AJPERES&CVID=jkCXkm7
http://www.who.int/patientsafety
http://www.ifc.org/LFSHospitals
https://www.who.int/antimicrobial-resistance/en/
https://www.worldbank.org/en/topic/health/publication/drug-resistant-infections-a-threat-to-our-economic-future
https://www.worldbank.org/en/topic/health/publication/drug-resistant-infections-a-threat-to-our-economic-future
https://www.worldbank.org/en/topic/health/publication/drug-resistant-infections-a-threat-to-our-economic-future
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4 | Conducting Business Matters Responsibly  

The organization accurately and honestly represents and explains the services that it provides. It does not take unfair advan tage of 

anyone through manipulation, concealment, abuse of privileged information, or misrepresentation of facts. It acts honestly and 

does not engage in any activity intended to defraud any individual or organization of money, property, or their time. It avoi ds 

conflicts of interest. It enacts policies and practices to fight bribery and corruption. It deals sensiti vely and humanely with all 

patients, including those who do not have sufficient funds for treatment.   

 

Context 

The health care sector is regularly cited as a sector at high risk for corruption.    

It is particularly vulnerable to corruption for several reasons including: 

• There is usually asymmetry of knowledge between providers and the users of health care 

• This inequity of information is open to exploitation for private gain, opening possibilities for corruption 

• The necessity of health care and the volume of funds involved in the sector can create incentives for private gain 

• Due to the high number of people involved in decision-making, and the often bureaucratic nature of the health sector, 

it is susceptible to individual discretion 

According to Transparency International, corruption is so pervasive in the health systems that it has become normalized [1]: 

“From the politician to the patient, corruption often is part of doing business in the health care sector in many parts of th e 

world.  Effects include distorted policy, legislative and clinical priorities; a loss of money from health systems; denied or 

delayed access to health care services; and a loss of trust in health facilities, personnel and to a wider extent national 

governance as a whole.” 
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Research conducted by Transparency International’s Pharmaceuticals & Healthcare Programme has shown that Individuals in 

the health care sector do not always understand what corruption is and how it may undermine their work.   

[1] Transparency International. 2016. "Diagnosing Corruption in Healthcare." 

 

Importance 

Every day, all around the world, people suffer and die due to corruption in the health care sector.  It is literally a matter of life 

and death.  This is because corruption weakens the quality of health services and in many cases can deny health care 

altogether.  It has a corrosive impact on health, negatively impacting health budgets, the price of health services and 

medicines, and the quality of care provided.  

Potential conflicts of interest abound in many aspects of the health care system (e.g. the incentive to prescribe expensive 

treatment by a doctor vs. the affordability to the patient.) 

Conducting business matters responsibly, preventing abuse and reducing corruption is important to increase resources 

available for health, to make more efficient use of existing resources and, ultimately, to improve the general health status of 

the population. It disproportionally affects vulnerable groups, who do not have the knowledge, money or connections to 

access the care or products they need. 

 

Good Practices 

• Ensure that services provided are represented accurately and honestly 

• As appropriate, share data on the effectiveness of services offered, as well as any information on their cost  

https://ti-health.org/content/diagnosing-corruption-healthcare/
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• Ensure that business transactions with vendors, contractors, and other third parties are conducted appropriately, without 

offers, solicitation, or acceptance of inappropriate gifts, favors or other inducements 

• Ensure that all purchases of services and supplies are from qualified and reliable sources and are based upon objective 

factors, consistent with the organization’s policies and procedures  

• Act honestly and responsibly, avoiding non-arm’s-length transactions or conflicts of interest whenever possible, and dealing 

with any actual or perceived conflicts of interest with transparency and sensitivity 

• Enact policies and practices to fight bribery and corruption  

• Establish policies around the acceptance of gifts, entertainment, and participation in professional meetings 

• Implement policies and procedures to deal sensitively and humanely with patients who do not have sufficient funds for 

treatment 

 

Practices to Avoid 

Misrepresentation of Services 

• Taking unfair advantage of anyone through manipulation, concealment, abuse of privileged information, or 

misrepresentation of facts 

• Engaging in any activity intended to defraud any individual or organization of money, property, or honest services 

Conflicts of interest 

• Board members and employees using their positions to profit personally, or assisting others in profiting in any way, at the 

expense of the organization 
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5 |Respecting the Environment  

The organization works in ways that minimize negative impact on the environment, including making efforts to conserve energy 

and reduce waste. All waste, including biomedical waste, is collected, stored and disposed of in a safe and environmentally 

responsible manner. 

 

Context 

As a sector, hospitals and other health care facilities account for a disproportionate amount of energy use and emissions. 

Hospitals are considered to be among the most energy-intensive types of commercial buildings [1].  They use about 2.5 times 

the amount of energy as a similar-sized commercial building, because they are typically open 24/7 and have extra 

commitments - such as air filtration and circulation, air cooling, and waste management.  

In some countries regulations regarding storage and/or disposal of biomedical waste are weak or non-existent. 

Many health care facilities store hazardous materials which are potentially highly dangerous to patients, staff, and the 

environment.  These include: 

• Infectious waste 

• Pathological and anatomical waste 

• Hazardous pharmaceutical waste 

• Pressurized containers 

• Sharps 

https://live-epihc.pantheonsite.io/principles#_ftn1
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• Hazardous chemical waste 

• Radioactive waste 

• Heavy metals 

• Genotoxic/cytotoxic waste 

 [1] 2012 Commercial Buildings Energy Consumption Survey: Energy Usage Summary 

 

Importance 

What’s good for the environment is good for health. Climate change and health are interconnected: air pollution is now 

recognised as the main cause of lung conditions, such as asthma, and a risk factor for poor heart health and cancer. 

The waste produced in the course of health care activities, from contaminated needles to radioactive isotopes, carries a 

greater potential for causing infection and injury than most other types of waste.   Inadequate or inappropriate management 

may have serious public health consequences and harmful effects on the environment. 

Health care waste contains potentially harmful microorganisms that can infect hospital patients, health workers, and the 

general public.  Other potential hazards may include drug-resistant microorganisms which spread from health facilities into 

the environment.  Adverse health outcomes associated with health care waste and by-products also include: 

• Sharps-inflicted injuries 

• Toxic exposure to pharmaceutical products, in particular, antibiotics and cytotoxic drugs released into the surrounding 

environment, and to substances such as mercury or dioxins during the handling or incineration of health care waste 

https://live-epihc.pantheonsite.io/principles#_ftnref1
https://www.eia.gov/consumption/commercial/reports/2012/energyusage/
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• Chemical burns arising in the context of disinfection, sterilization, or waste treatment activities 

• Air pollution from the release of particulate matter during medical waste incineration 

• Thermal injuries occurring during open burning and the operation of medical waste incinerators 

• Radiation burns 

 

Good Practices 

• Work in ways that minimize the negative impact, or have a positive impact, on the environment 

• Look for opportunities to conserve energy and resources, minimize pollution, and reduce waste 

• Segregate and properly dispose of waste water 

• Raise awareness of the risks related to health care waste, and promote safe practices 

• Promote practices that reduce the volume of wastes generated 

• Implement a hazardous materials management program (or similar), addressing responsibilities, resource allocation, 

handling, and disposal. Such a program would typically include: 

o Identifying and listing the type, location, and quantities of hazardous materials and waste 

o Ensuring that infectious (or potentially infectious) biomedical waste is stored in easily recognizable bags (usually 

yellow), clearly marked, and safely stored with limited access 

o Ensuring that all waste is disposed of in a safe and environmentally responsible manner and in accordance with local 

regulations (or international guidelines if local regulations do not exist) 
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• Select safe and environmentally friendly management options to protect people from hazards when collecting, handling, 

storing, transporting, treating, or disposing of waste 

• Where feasible, promote safe and environmentally sound technologies for treatment of hazardous heal th care waste—such 

as the use of autoclaving, microwaving, steam treatment integrated with internal mixing, or chemical treatment—instead of 

incineration 

• Take steps to minimize greenhouse gas emissions. Take steps to ensure other partners managing or disposing of waste 

implement sound environmental practices and comply with regulations 

Practices to Avoid 

• Storing infectious and biomedical waste in corridors and stairwells 

• Disposing of biomedical waste along with general waste 

• Outsourcing waste disposal to unvetted waste disposal organizations 

• Transporting infectious and biological waste inappropriately 

Useful Sources 

• IFC Environmental and Social Management System (ESMS) Implementation Handbook – Healthcare Facilities | 

www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-

ifc/publications/publications_handbook_esms-healthcarefacilities 

• WBG Environmental, Health and Safety EHS Guidelines for Health Care Facilities | 

https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainabi lity-at-ifc/policies-

standards/ehs-guidelines 

• WHO, Safe Management for Wastes from Healthcare Activities | 

www.who.int/water_sanitation_health/publications/wastemanag/en/ 

  

http://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_handbook_esms-healthcarefacilities
http://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_handbook_esms-healthcarefacilities
https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/policies-standards/ehs-guidelines
https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/policies-standards/ehs-guidelines
http://www.who.int/water_sanitation_health/publications/wastemanag/en/
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6 | Upholding Patients' Rights 

The organization provides care respectful of patients’ personal values and beliefs. It respects patients’ rights to dignity, privacy and 

confidentiality. It supports patients’ rights during the care process, including informed consent and the right to refuse treatment. It 

implements mechanisms to oversee research activities. Any person enrolled in clinical research is fully informed of the risks  and 

benefits, and their right to refuse to participate or drop out without risk of reprisal. All are informed about their rights and 

responsibilities in a manner and language they can understand. 

Context 

In some countries, there is little effective protection of patients’ rights.   Staff may be unaware of such terms, or the 

behaviors/conduct expected from them. 

Furthermore, health care organizations frequently serve communities with diverse populations.   For example, patients may be 

elderly or have disabilities.  Also, they may come from communities that speak multiple languages or dialects, are culturally 

diverse, or present other barriers that make the process of assessing and receiving care more difficult.   Each patient brings his 

or her own set of values and beliefs to the care process—and these must be respected.  Patients may desire privacy from staff 

and other patients, and even from family members. 

All patients have the right to participate in their care process—e.g. to choose between alternative methods of treatment or to 

discontinue care. 

To make decisions and judgments, patients need to have information that they can understand about the proposed treatment, 

alternatives, expected results, costs, possible complications, and likely outcomes of non-treatment. 

Sometimes patients are unable to make such decisions themselves—e.g. young children, unconscious, mentally 

incapacitated.  Therefore, there must be processes governing who, and in what circumstances others, can make such decisions 

on their behalf. 
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Medical research, involving clinical trials compares the effects of one treatment with another. It may involve patients, healthy 

people, or both.  Organizations should have clearly defined rights for research participants before, during, and following such 

clinical trials. 

 

Importance  

Patients (and their families) are often vulnerable when they receive medical treatment.  Commonly they are elderly or 

disoriented, and in strange surroundings.  

Most patients have no medical background and therefore rely on the honesty and integrity of their health care provider.   

Therefore, sound ethical values and respect for the rights of patients and their families are crucial to ethical health care 

organizations. 

 

Good Practices 

Rights of Patients and Families 

• Implement processes that support patients’ and families’ rights during care 

• Inform patients about all aspects of their medical care and treatment. 

• Promote participative decision-making around treatment options, including by informing patients about alternative options, 

as well as their right to refuse or discontinue treatment 

• Inform patients and families about their right to complain about or disagree with care provision  
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• Provide care that is respectful to patients’ personal values and beliefs, and respond to requests related to spiritual and 

religious beliefs 

• Respect patients’ rights to privacy and confidentiality of care and information 

• Protect patients from any physical assault, and their possessions from theft and loss  

• Take measures to reduce physical, language, cultural, and other barriers to access and delivery of services  

• Support patients’ rights to assessment and management of pain and respectful, compassionate care at the end of life  

• Provide information about rights in a manner and language that patients can understand 

Informed Consent 

• Establish a process to obtain informed consent and train staff in this process, ensuring that the consent is obtained in a 

manner and language the patient can understand 

• Establish a process for patients’ representatives to grant consent, e.g. for young children or when patients are una ble to 

grant consent, such as in the case of young children or of patients who are unable to grant consent themselves, in line with 

any relevant local regulations 

Research 

• Implement mechanisms to oversee research activities 

• Inform persons enrolled in clinical research of the risks and benefits, and of their right to refuse to participate or drop out 

without risk of reprisal 
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7 | Safeguarding Information and Using Data Responsibly 

The organization maintains appropriate administrative, technical, and physical safeguards to ensure that information is kept 

secure, accurate, complete, untampered with, and unavailable to persons not authorized to have access. It follows appropriate 

data standards, including consideration of new and evolving technologies. It maintains confidentiality subject to the highest 

standards, including: data minimization and retention; use for research only when disclosed, on a minimum data necessary basis, 

and subject to appropriate patient rights and legal standards; and transfer or disclosure as necessary for certain public health and 

claims processing purposes. Patients have the right to obtain, review and correct their health records information.  

 

Context 

Information is key to the business of all health care organizations, which are trusted to keep it safe and secure. 

Technology advancements and use of technology in health care are opening up new areas to address and regulate.  

 

Importance 

Health care organizations usually hold information about patients, customers, staff and suppliers.  Considering the sensitive 

nature of much of this data it is vital to have a robust and reliable system of information security in place.   However, 

information security in health care organizations is generally regarded as weaker than in other sectors, such as banking. 

Regarding use of patients’ data, if an organization fails to get proper consent when first engaging with a patient, it may not be 

able to utilize data as expected, or may leave itself liable to claims of misuse by data subjects.  
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Good Practices 

• Maintain appropriate administrative, technical, and physical safeguards to ensure that: 

o Organizational records, documents, and reports—whether physical or digital or electronic—are kept accurate, 

complete, and protected from tampering 

o Medical information is kept confidential 

o Information is protected from loss or misuse (e.g., by controlled access to records, whether physical or electronic)  

o Confidentiality of patient and staff records, and other confidential information, is maintained in accordance with 

applicable legal and ethical standards 

• Train staff not to discuss patients’ conditions in public areas  

• Ensure data is not sold or monetized without the consent of those contributing to the data, including patients and 

providers. Usual basic requirements include: 

o Explicit written consent is freely given, specific, informed, and unambiguous in indicating an individual's wishes 

o Consent is obtained in a manner distinguishable from other issues (i.e., not buried in the middle of a long contract or 

notice), using an easily accessible form and clear and plain language, with an option for individuals to withdraw their 

consent easily 

o The provision of health services is not conditional on this consent 

• Protect intellectual property (including trademarks, copyrights, patents, etc.) of vendors and other stakeholders 
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8 | Preventing Discrimination, Harassment and Bullying  

The organization promotes a positive and respectful environment for everyone, including patients, visitors, employees, volunteers, 

physicians, students and contract workers. The organization does not tolerate any form of discrimination, bullying or harassment. 

 

Context 

Health care is a staff-intensive sector and commonly involves people from multiple professional groups and diverse 

backgrounds working together. 

Furthermore, health care organizations frequently serve communities with diverse populations.   Patients may come from 

communities that speak multiple languages or dialects, are culturally diverse, or present other barriers that make the process 

of assessing and receiving care more difficult.    

 

Importance 

The promotion of an ethical, diverse, and fair organization with regards to recruitment, staff development, and gender 

relations reduces conflict and attracts patients from a wider base. If not, it can undermine the operational dynamics of the 

organization which in turn can impact quality. 

 

Good Practices 

• Promote a positive and respectful environment for everyone including patients, visitors, employees, volunteers, physicians, 

students, and contract workers 
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• Implement zero-tolerance policies regarding discrimination, bullying, and harassment, including any such actions directed 

by patients towards staff or staff towards patients, between staff, or involving others in the health care process 

• Implement zero-tolerance policies regarding violence of any kind 

• Welcome people from different backgrounds 

• Encourage different perspectives  

• Minimize physical, language, cultural, and other barriers of access to services 

• Promote a disability-inclusive environment 

• Make sure that the workforce represents the communities and customers served 

• Implement dispute resolution and grievance procedures 

• Train staff in the applicable policies 

• Provide safe channels for people to raise concerns 

 

Practices to Avoid 

• Discrimination (i.e. unjustifiable differentiation) between individuals or groups, for example based on characteristics such 

as race, color, gender, language, physical ability, religion, political or other opinion, national or social origin, or sexual 

orientation. 

Definitions 

Discrimination is a behavior that excludes individuals or treats them unfairly because they are members of specific groups. 

According to the Ontario Human Rights Code, individuals cannot be discriminated against in employment based on their race, sex, 

http://www.ohrc.on.ca/en/iii-principles-and-concepts/3-grounds-discrimination-definitions-and-scope-protection
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sexual orientation, gender identity, same-sex partner status, color, ancestry, place of origin, ethnic origin, marital status, age, 

disability, citizenship, family status, or religion. 

Harassment is any physical or verbal behavior that’s not respectful – or that creates a frightening, humiliating, or uncomfortable 

environment. It only has to happen once to be defined as harassment. 

Bullying (or intimidation) is mean, rude or insulting behavior towards another person that causes them upset, discomfort, or 

humiliation. 

 

Useful Sources 

• IFC Good Practice Note: Non-Discrimination and Equal Opportunity | 

https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-

ifc/publications/publications_gpn_nondiscrimination 

• IFC. Addressing Domestic Violence in the Workplace: A Win-win for Companies and Employees | 

https://www.ifc.org/wps/wcm/connect/news_ext_content/ifc_external_corporate_site/news+and+events/news/addressing+d

omestic+violence+in+the+workplace-a+win-win+for+companies+and+employees 

• UN Standards of Conduct for Business: Tackling Discrimination against Lesbian, Gay, Bi, Trans, & Intersex People | 

https://www.unfe.org/Standards/ 

  

https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_gpn_nondiscrimination
https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_gpn_nondiscrimination
https://www.ifc.org/wps/wcm/connect/news_ext_content/ifc_external_corporate_site/news+and+events/news/addressing+domestic+violence+in+the+workplace-a+win-win+for+companies+and+employees
https://www.ifc.org/wps/wcm/connect/news_ext_content/ifc_external_corporate_site/news+and+events/news/addressing+domestic+violence+in+the+workplace-a+win-win+for+companies+and+employees
https://www.unfe.org/Standards/
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9 | Protecting and Empowering Staff 

The organization promotes a safe working environment. It makes sure that all staff have the training and tools they need to do 

their jobs safely, to meet patients’ and customers’ needs, and to meet the standards of applicable professional associations. 

 

Context 

Health care is a staff-intensive sector, and commonly involves people from multiple professional groups and diverse 

backgrounds working together. 

 

Importance 

Staff skills and qualifications are key factors influencing service quality. 

Health care staff often include expat/migrant staff from other countries, and this trend is increasing. 

The promotion of an ethical, diverse, and fair organization with regards to recruitment, staff development, and staff relations 

supports positive operational dynamics of the organization. 

The sector is prone to long working hours for many staff including night shifts, which can result in physical and mental stre ss. 

Violence, or conflict, in the workplace can have devastating effects on the quality of life of employees and on the productivity 

of the organization. 
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Good Practices 

Training and development 

• Plan staff numbers and qualifications to meet the needs of patients 

• Ensure job descriptions define the requirements for all staff members, e.g. as concerns:  

o education 

o skills 

o knowledge and experience 

o duties and responsibilities 

• Ensure that staff knowledge and skills are consistent with the requirements of their positions  

• Orient new staff to the organization, specific department, and job responsibilities  

• Provide each staff member with ongoing education and training 

• Ensure fair employment practices 

• Provide staff with the knowledge, qualifications, skills, and experience required to meet patients’ and customers’ needs, as 

well as the standards of their professional bodies 

• Support continuing professional development to keep staff up-to-date on the latest changes in health care practices, and in 

their professional areas 

Staff safety 

• Actively promote a safe working environment and a culture of zero harm 
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• Take steps to minimize and prevent work place injuries 

• Implement health and safety policies and procedures and make sure that all staff have the training and tools they need to 

do their jobs safely 

• Abide by all laws and regulations regarding occupational safety 

• Enforce zero tolerance for any type of violence in the workplace, during work-related activities, or at work-related events, 

including violence by patients directed at employees, by staff directed at patients, or between staff   

• Be transparent in sharing data on worker safety 

Conflict resolution 

• Implement dispute resolution and grievance procedures 

Protection of whistle-blowers 

• Recognize that staff members have a duty to report suspicions of wrongdoing 

• Ensure that individuals who report such cases in good faith are entitled to protection against retaliation 

• Take appropriate corrective action to remedy any retaliation against whistle-blowers 

• Implement adequate disciplinary measures in cases of misconduct, including those making wrongful accusations 

Migrant workforce 

• Implement WHO Global Code of Practice on the International Recruitment of Health Personnel  (“Healthcare Workforce 

Migration” – see WHO resources below) 

• Establish a supportive working and living environment and opportunities for professional growth so that health workers are 

less likely to leave the country for other jobs 

https://www.who.int/hrh/resources/guide/en/#:~:text=Overview,for%20global%20dialogue%20and%20cooperation.
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Useful Sources 

• IFC’s Performance Standard 2: Labor and working conditions  | 

https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/policies-

standards/performance-standards/ps2 

• WHO resources: Healthcare workforce migration | https://www.who.int/hrh/migration/en/ 

  

https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/policies-standards/performance-standards/ps2
https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/policies-standards/performance-standards/ps2
https://www.who.int/hrh/migration/en/
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10 | Supporting Ethical Practices and Preventing Harm 

The organization develops formal policies and procedures for areas with ethical concerns, considering accepted international 

norms in doing so. Staff are trained in these concerns and how to address them. In addition to activities proscribed by local laws 

and regulations, the organization does not participate in or condone harmful practices.  

 

Context 

The practice of medicine raises a plethora of complex issues—medical, ethical, and legal.  Doctors and other health care 

professionals increasingly must grapple with these issues, and may sometimes have to do so in the face of contrary opinions 

expressed by patients and others. 

Conversely some health care providers deliberately participate in or condone harmful, proscribed practices.  Potential reasons 

include: 

• They are themselves a part of communities which condone such practices. Therefore, they may agree to perform these 

practices for the same reasons that other people are requesting them -- in other words, they see the practices as 

necessary 

• They consider the practices to be harmless, or even medically indicated 

• While they themselves do not support such practices, they consider it their duty to fulfill patients' request 

• They see their work as a form of harm reduction.  For example, they consider that by performing it they help to prevent 

even greater dangers if the procedure were to be carried out elsewhere, e.g. in informal settings 

• They are motivated by the opportunity for financial gain 
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Importance 

Health care organizations are guided, at a minimum, by local laws and regulations. But in some countries, local laws are 

subjective, nonexistent, or not rigorously applied. This situation may arise, for example, because of rapid technological 

advances or because of local controversial or “taboo” aspects of medical care.  

When such ethical issues arise, the organization must have ways to support staff in addressing them, particularly when these 

are not clearly covered by laws. 

According to the World Medical Association’s Declaration of Helsinki, 1964, it is the mission of the physician to safeguard the 

health of the people. 

Health professionals who participate in practices such as female genital mutilation (FGM) and organ trading are violating 

people’s right to physical integrity, right to health, and right to life.   They are also violating the fundamental ethical principle: 

“Do no harm.” 

 

Good Practices 

• The organization addresses ethical concerns by formally developing policies, processes, and governance using international 

standards and accepted international norms as reference points. (This is particularly important where clear relevant 

legislation is absent) 

• Inform patients of these policies, processes, and governance, particularly around critical areas of ethical concerns; establi sh 

a mechanism for receiving and addressing concerns 

• Inform and train staff in applicable policies, procedures, and governance 

• Establishes an ethics committee (or similar) to offer advice and oversight where necessary; include independent external 

representation 
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• Proactively address critical areas of ethical concerns, e.g., ethical concerns related to organ and tissue donation and 

transplantation 

• Proscribe, do not condone, and do not participate in harmful practices 

• Inform staff and patients about policies via posters, signs, websites, or other communication channels 

• Prohibit reprisal or retaliation against those who raise ethical or legal concerns, and take all reasonable steps to protect 

them 

Practices to Avoid 

The organization does not participate in or condone harmful practices including female genital mutilation (FGM) 

 

Useful Sources 

• WHO Guiding Principles on Human Cell, Tissue and Organ Transplantation | https://www.who.int/transplantation/en/ 

• WHO, Global Health Ethics, Organ and tissue donation | www.who.int/ethics/topics/human-transplant/en/ 

• WHO, Global strategy to stop health-care providers from performing female genital mutilation | 

www.who.int/reproductivehealth/publications/fgm/rhr_10_9/en/ 

• WHO, Preventing gender-biased sex selection | 

www.who.int/reproductivehealth/publications/gender_rights/9789241501460/en/ 

 

  

https://www.who.int/transplantation/en/
http://www.who.int/ethics/topics/human-transplant/en/
http://www.who.int/reproductivehealth/publications/fgm/rhr_10_9/en/
http://www.who.int/reproductivehealth/publications/gender_rights/9789241501460/en/
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Making a positive contribution to society 

• WHO: Key Components of a Well-functioning Health System | https://www.who.int/healthsystems/publications/hss_key/en/ 

• Declaration of Alma-Ata International Conference on Primary Health Care, Alma-Ata, USSR, 1978 | 

https://www.who.int/publications/almaata_declaration_en.pdf 

• The “Tavistock Principles”: A shared statement of ethical principles for those who shape and give health care | 

http://annals.org/aim/article-abstract/712484/shared-statement-ethical-principles-those-who-shape-give-health-

care?volume=130&issue=2&page=143 

• OECD, New Health Technologies: Managing Access, Value and Sustainability | http://www.oecd.org/health/managing-new-

technologies-in-health-care-9789264266438-en.htm 

• UHC Global Compact 2030, Commitment to take action for universal health coverage | https://www.uhc2030.org/news-

events/uhc2030-news/new-uhc2030-global-compact-406552/ 

• WHO, Coalition for Epidemic Preparedness Innovations (CEPI) | http://www.who.int/medicines/ebola-

treatment/TheCoalitionEpidemicPreparednessInnovations-an-overview.pdf 

 

Providing high quality standards 

• IFC Self-Assessment Guide for Healthcare Organizations – Quality, Safety & Ethics | 

https://www.ifc.org/wps/wcm/connect/a61283a6-f527-442e-9db0-

3215fd94af6a/1TCntntsIntrdctn.pdf?MOD=AJPERES&CVID=jkCXkm7 

• Patient Safety Guidance from the World Health Organization (WHO) | www.who.int/patientsafety 

https://www.who.int/healthsystems/publications/hss_key/en/
https://www.who.int/publications/almaata_declaration_en.pdf
http://annals.org/aim/article-abstract/712484/shared-statement-ethical-principles-those-who-shape-give-health-care?volume=130&issue=2&page=143
http://annals.org/aim/article-abstract/712484/shared-statement-ethical-principles-those-who-shape-give-health-care?volume=130&issue=2&page=143
http://www.oecd.org/health/managing-new-technologies-in-health-care-9789264266438-en.htm
http://www.oecd.org/health/managing-new-technologies-in-health-care-9789264266438-en.htm
https://www.uhc2030.org/news-events/uhc2030-news/new-uhc2030-global-compact-406552/
https://www.uhc2030.org/news-events/uhc2030-news/new-uhc2030-global-compact-406552/
http://www.who.int/medicines/ebola-treatment/TheCoalitionEpidemicPreparednessInnovations-an-overview.pdf
http://www.who.int/medicines/ebola-treatment/TheCoalitionEpidemicPreparednessInnovations-an-overview.pdf
https://www.ifc.org/wps/wcm/connect/a61283a6-f527-442e-9db0-3215fd94af6a/1TCntntsIntrdctn.pdf?MOD=AJPERES&CVID=jkCXkm7
https://www.ifc.org/wps/wcm/connect/a61283a6-f527-442e-9db0-3215fd94af6a/1TCntntsIntrdctn.pdf?MOD=AJPERES&CVID=jkCXkm7
http://www.who.int/patientsafety
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• US Institute for Healthcare Improvement | www.ihi.org 

• UK National Institute for Health and Care Excellence (NICE) | www.nice.org.uk/ 

• Cochrane Library | www.cochranelibrary.com/ 

• International Society for Quality in Health Care (ISQua) | www.isqua.org 

• US National Academies, Crossing the Global Quality Chasm – Improving Health Care Worldwide | 

https://www.nap.edu/catalog/25152/crossing-the-global-quality-chasm-improving-health-care-worldwide 

• Michael Marmot, The Health Gap - The Challenge of an Unequal World | https://www.bloomsbury.com/uk/the-health-gap-

9781408857991/ 

 

Upholding patients' rights 

• World Medical Association Declaration of Helsinki – Ethical Principles for Medical Research involving Human Subjects | 

https://www.wma.net/policies-post/wma-declaration-of-helsinki-ethical-principles-for-medical-research-involving-human-

subjects/ 

• The Tavistock Principles |https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1121187/  and http://www.gp-

training.net/training/tutorials/professional_development/ethics/tavistock.htm 

 

Preventing discrimination, harassment and bullying 

• IFC Good Practice Note: Non-Discrimination and Equal Opportunity | 

https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-

ifc/publications/publications_gpn_nondiscrimination 

http://www.ihi.org/
http://www.nice.org.uk/
http://www.cochranelibrary.com/
http://www.isqua.org/
https://www.nap.edu/catalog/25152/crossing-the-global-quality-chasm-improving-health-care-worldwide
https://www.bloomsbury.com/uk/the-health-gap-9781408857991/
https://www.bloomsbury.com/uk/the-health-gap-9781408857991/
https://www.wma.net/policies-post/wma-declaration-of-helsinki-ethical-principles-for-medical-research-involving-human-subjects/
https://www.wma.net/policies-post/wma-declaration-of-helsinki-ethical-principles-for-medical-research-involving-human-subjects/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1121187/
http://www.gp-training.net/training/tutorials/professional_development/ethics/tavistock.htm
http://www.gp-training.net/training/tutorials/professional_development/ethics/tavistock.htm
https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_gpn_nondiscrimination
https://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_gpn_nondiscrimination
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• IFC. Addressing Domestic Violence in the Workplace: A Win-win for Companies and Employees | 

https://www.ifc.org/wps/wcm/connect/news_ext_content/ifc_external_corporate_site/news+and+events/news/addressing+d

omestic+violence+in+the+workplace-a+win-win+for+companies+and+employees 

• UN Standards of Conduct for Business: Tackling Discrimination against Lesbian, Gay, Bi, Trans, & Intersex People 

|https://www.unfe.org/Standards/ 

 

Respecting the environment 

• IFC Environmental and Social Management System (ESMS) Implementation Handbook – Healthcare Facilities | 

www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-

ifc/publications/publications_handbook_esms-healthcarefacilities 

• WHO, Safe Management for Wastes from Healthcare Activities | 

www.who.int/water_sanitation_health/publications/wastemanag/en/ 

 

Protecting information 

• Privacy by Design - The 7 Foundational Principles, Ann Cavoukian, Ph.D 

• https://www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf 

• https://www.ryerson.ca/pbdce/about/ 

  

https://www.ifc.org/wps/wcm/connect/news_ext_content/ifc_external_corporate_site/news+and+events/news/addressing+domestic+violence+in+the+workplace-a+win-win+for+companies+and+employees
https://www.ifc.org/wps/wcm/connect/news_ext_content/ifc_external_corporate_site/news+and+events/news/addressing+domestic+violence+in+the+workplace-a+win-win+for+companies+and+employees
https://www.unfe.org/Standards/
http://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_handbook_esms-healthcarefacilities
http://www.ifc.org/wps/wcm/connect/topics_ext_content/ifc_external_corporate_site/sustainability-at-ifc/publications/publications_handbook_esms-healthcarefacilities
http://www.who.int/water_sanitation_health/publications/wastemanag/en/
https://www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf
https://www.ryerson.ca/pbdce/about/
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Addressing ethical concerns 

• WHO Guiding Principles on Human Cell, Tissue and Organ Transplantation | https://www.who.int/transplantation/en/ 

• American College of Physicians, Ethics and Professionalism | https://www.acponline.org/clinical-information/ethics-and-

professionalism 

• World Medical Association Statement on Organ and Tissue Donation | www.wma.net/policies-post/wma-statement-on-

organ-and-tissue-donation/ 

• WHO, Global Health Ethics, Organ and tissue donation | www.who.int/ethics/topics/human-transplant/en/ 

• WHO, Global strategy to stop health-care providers from performing female genital mutilation | 

www.who.int/reproductivehealth/publications/fgm/rhr_10_9/en/ 

https://www.who.int/transplantation/en/
https://www.acponline.org/clinical-information/ethics-and-professionalism
https://www.acponline.org/clinical-information/ethics-and-professionalism
http://www.wma.net/policies-post/wma-statement-on-organ-and-tissue-donation/
http://www.wma.net/policies-post/wma-statement-on-organ-and-tissue-donation/
http://www.who.int/ethics/topics/human-transplant/en/
http://www.who.int/reproductivehealth/publications/fgm/rhr_10_9/en/
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Questions? 
 

www.epihc.org | epihcteam@ifc.org 
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